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TL;DR

You can change your password, but not your 

fingerprint…



Biometric data
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What are biometric identifiers

Biometric identifiers are the distinctive, measurable 

characteristics used to label and describe individuals. Biometric 

identifiers are often categorized as physiological characteristics 

which are related to the shape of the body. Examples include, but 

are not limited to fingerprint, palm veins, face recognition, DNA, 

palm print, hand geometry, iris recognition, retina, odor/scent, 

voice, shape of ears and gait.

[Wikipedia]

https://en.wikipedia.org/wiki/Fingerprint
https://en.wikipedia.org/wiki/Facial_recognition_system
https://en.wikipedia.org/wiki/DNA
https://en.wikipedia.org/wiki/Hand_geometry
https://en.wikipedia.org/wiki/Iris_recognition
https://en.wikipedia.org/wiki/Retinal_scan


What is exposed?
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Biometric features

• Fingerprints

• Iris patterns, 

• Ear shapes

• Palm shapes

• Voice patterns
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Media types

• Photos

• Videos

• Audio recordings

• 3D models



Where is it exposed?



10 | ©2023 Trend Micro Inc.

Context of the exposure

• Intentional

• Semi-intentional

• Unintentional
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Social media

• Messaging platforms and social networks
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Web pages of institutions

• High resolution media

• Professional quality

• Metadata available
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News outlets

• High resolution

• Detailed metadata
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‘Device leaks’

https://gizmodo.com/ebay-military-
seek-ii-afghanistan-data-
1849930714

https://theintercept.com/2021/08/1
7/afghanistan-taliban-military-
biometrics/

https://theintercept.com/2021/08/17/afghanistan-taliban-military-biometrics/
https://theintercept.com/2021/08/17/afghanistan-taliban-military-biometrics/
https://theintercept.com/2021/08/17/afghanistan-taliban-military-biometrics/
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Other sites

http://pf.bigpixel.cn/zh-CN/city/1.html



Biometric use cases
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Existing use cases

• Access to Own Devices

• Access to Buildings

• Schools

• Healthcare

• Banking

• Critical Events

• Border Crossing and Airport Security

• National Digital Identities and Law Enforcement Biometric Databases
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Future

• Contactless Transparent Payment in Next-Generation Shops and 

Public Transport (Moscow, Dubai – facial recognition)

• Censuses, Polls, and Voting (Nigeria)

• Social Scoring Systems (China, insurance industry)



Possible attack scenarios
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Data Collection attack scenarios

• Passive Biometric Data Collection

• Active Biometric Data Collection

− Attacks on Sensors

− Attacks on Databases

− Abuse of API and Export Features
https://www.blackhat.com/
docs/us-15/materials/us-
15-Zhang-Fingerprints-On-
Mobile-Devices-Abusing-
And-Leaking-wp.pdf
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Identity Theft and Impersonation Attacks

• Deepfakes 

− Criminal Monetization of Deepfake Technology

− Attacks Using Deepfakes During Critical Events

• Abuse of Smart Devices 

• Tricking Tech Support to Take Over Accounts

• Faking the Presence of a Person at a 

Particular Place or Event

• Abuse of Reputation Using Impersonation 

Attacks

• Abuse of Social Scoring Systems



22 | ©2023 Trend Micro Inc.

Attacks With Identification

• Tracking and Automated Identification of a 

Person and Their Habits 

• Identification of Communities Where People 

Communicate

• Creating Contexts for Extortion or 

Manipulating Public Opinion Based on 

Exposed Media

• Identification of People at Critical Events

https://edition.cnn.
com/2021/05/25/u
k/drug-dealer-
cheese-sentenced-
scli-gbr-
intl/index.html
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Attacks on Authentication

• Abusing Local Authentication Mechanisms

− Unlocking a Laptop, Phone, and Other Gadgets

− Opening a Biometric Door Lock

− Next-Generation Retail, Public Transport Payments, and Cash Withdrawal

https://www.ndss-
symposium.org/wp-
content/uploads/2022-82-
paper.pdf



Suggestions
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General Suggestions

• Minimize exposure of biometric patterns.

• Minimize reliance on biometric factors that are commonly publicly 

exposed or have a high possibility of exposure.

• Minimize the quality of exposed media or the parts of exposed media that 

potentially contain biometric features.

• For users who are widely seen in public media and are recorded in high 

resolution, assume that all meaningful biometric data is already exposed 

or at very high risk of exposure.
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Suggestions for Organizations Handling Biometrics

• Use separate security processes for trusted and untrusted environments. Trusted environments 

are those that are supervised and controlled by an organization or trusted partner sensors, while 

untrusted environments are sensors or environments controlled by the individual who submitted 

the biometric features.

• Use biometrics for single-factor authentication for non-critical assets and tasks only, or use it as 

just one factor in MFA based on “something you know” and not just “something you are.” This 

should be considered specifically for untrusted environments.

• Ensure the security of storage, processing, and the whole life cycle of business processes that 

rely on biometrics.

• Secure biometric patterns in a way that minimizes the consequences of potential data breaches. 

Increase awareness about the existence of deepfakes, specifically focusing on real-time 

implementations that can be adopted for conference calls.
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How to Handle Your Own Biometrics

• Be aware of each major biometric data type at risk of exposure: face, voice, fingerprint, palm, 

and iris.

• Limit exposure of all biometric features, especially fingerprint, palm, and iris patterns.

• Minimize the quality of exposed media and modify sensitive areas of posted media.

• Review media carefully before sharing anything online for intended exposure.

• Control and manage access rights on media platforms properly.

• Regularly conduct a media search of your own image and check the context in which the images 

appear. Reverse image search tools such as Google Images are useful for this. This is a form of 

reputation management that can mitigate any misuse of your personal image and minimize 

reputational damage. For example, malicious actors might misuse real images of you, or they 

might create and abuse deepfakes of you.
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Additional consideraions
• For the use of biometrics, one option is to use a strategy similar to network segmentation. Separate the potential use of biometrics into segments like 

government service usage, finance, building access, and so on. Prioritize biometric features according to how easily each can be sourced publicly. 

Face and voice, for example, are easy to source, while fingerprints and iris patterns are more challenging. Use less exposed features depending on the 

sensitivity of the account or service you are authenticating.

• For the purpose of identification, use what is potentially publicly exposed. For authentication, use what is not publicly exposed.

• Use what is potentially not exposed for single-factor biometric authentication. If there is no other choice, use potentially exposed biometrics as part 

of MFA, not as a single factor. If fingerprints are required for several types of services, use different fingers for different services, or alternate between 

each hand.

• Separate requirements and expectations for remote and local authentication, as well as for supervised and not supervised authentication. If you are 

passing border control, you may use a picture to authenticate yourself. If, however, you are authenticating a login from your home to a remote 

network, then it is a completely different scenario.

• Be very careful when exposing your biometrics to new types of services and technologies. Newly launched technology often means zero or a low 

level of regulation. There is a higher probability that exposed data will be abused and misused.

• When creating media content, especially using professional equipment, use the equipment itself to minimize exposure. This is exactly the case for 

political figures, CEOs, and celebrities, especially in live-streaming scenarios. (For example, distributed and multiple sources of light can lead to 

multiple reflections on the iris and minimize the exposed area. The use of a single point of light, which is reflected in the middle of your pupil, 

increases the chance of successfully capturing the iris from exposed media.)
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Full document

Available at:

https://www.trendmicro.com/vinfo/us/security/news/internet-of-

things/leaked-today-exploited-for-life-how-social-media-biometric-

patterns-affect-your-future

https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/leaked-today-exploited-for-life-how-social-media-biometric-patterns-affect-your-future
https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/leaked-today-exploited-for-life-how-social-media-biometric-patterns-affect-your-future
https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/leaked-today-exploited-for-life-how-social-media-biometric-patterns-affect-your-future
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